Security - Forms Authentication
By Dr Derek Peacock




Web.config

’ Alternative is Windows mode

<authentication mode="Forms">
<forms loginUrl="~/Account/Login" timeout="2880" defaultUrl="~/" />

</authentication>

! SQL Server File Type[

<connectionStrings>
<add name="DefaultConnection" /
providerName="System.Data.SqlClient"
connectionString="Data Source=(LocalDb)\v11.0;Initial Catalog=aspnet-
</connectionStrings>

[;AttachDBFilename=|DataDirectory|\aspnet-WinesFulllWebFormsProject-20130914114359.mdf" /

By default security is built in to a ASP.NET Web Forms application or an ASP.NET MVC
application, and the settings are already in the root level web.config file. Forms mode is
best used with internet applications and Windows mode for intranet applications. In
forms mode the use must enter a username and password to access the pages where
access is limited to authorised users.

By default usernames and passwords will be stored in a local SQL Server LocalDb
database file stored in the App_Data folder. This database is automatically created

when the first user registers.

All these settings can be changed.



Initialise the Database

Register Login

Home About Contact

= Peacock's French Wine
Top Quality @ Rock Bottom Prices g

Register.

Use the form below to create a new account.

| Passwords are required to be a minimum of 6 characters in length.

User name

Derek
Email address

derek peacock@yahoo.com

Password

..........

Register
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To create the SQL Server database to store user names and passwords, run your
application and select Register. By default passwords need to be 6 or more characters.



Login

PeaCOck.s FrenCh Hello, Derek ! Log off
TOP Quality @ Rocl Home About Contact

Red Wines

Log in.

Use a local account to log in.
User name
Derek

Password

esseneseee

Y Remember me?

Register if you don’t have an account.
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Once registered, the users name replaces the register link in the top right hand corner of
the web page. To login again once log offed click on the Log In link.



Data Validation

Peacock's French Wines
Top Quality @ Rock Botton

Red Wines White Wines

Log in.

Use a local account to log in.

Your login attempt was not successful. Please try again.
User name

Derekp

Password

/Remember me?

Register if you don't have an account.

Paveeminks FAN12

The register and login pages have built in data validation



Accessing the Database File

[@l Solution Explorer (master)
@& o-vad o xRm
Search Solution Explorer (Ctrl+;) £
EE WinesFullWebFormsProject

b &/ Properties
b =B References

Show all files

SQL Server Object Explorer X
(ol |
4 g¥ SQL Server
b = (localdb)\Projects (SQL Server11.0.312
4 B (localdb)\v11.0 (SQL Server11.0.3128 -
4 il Databases
b Wl System Databases

4 [=) aspnet-WinesFullWebFormsPro

4 il Tables

b i Account b Ml System Tables
W Admin b B dbo.Applications
4 fml App_Data b BH dbo.Memberships
3 aspnet-WinesFullWebFormsProject-201309141143 b 8 dbo.Profiles
b [ App_Start b EH dbo.Roles
b 71 bin b EH dbo.Users
b i Client b BB dbo.UsersInRoles
b Ml Views
b Ml Synonyms
Web.config Pending Changes (master) b mll Programmability
Q Max Rows: 1000 - O/ b Ml Service Broker
T = 8 b Ml Storage
| Applicationld Userld UserName | IsAnonymous | LastActivityDate b Ml Security
S5a7a2b73-2322-... d544¢281-4926... Derek False 19/09/2013 10:14:53 b ol Security
(UL NULL NULL NULL NULL b ol Server Objects

M Projects

For some reason the new database file is not automatically part of the project. This
means the file is not displayed in the solution explorer, unless you display all files. You
may need to refresh files first. To view the contents of the SQL Server database file, you
need to view the SQL Object Inspector.



Membership Settings

<membership defaultProvider="DefaultMembershipProvider">
<providers>
<add name="DefaultMembershipProvider"
type="System.Web.Providers.DefaultMembershipProvider,
connectionStringName="DefaultConnection"
enablePasswordRetrieval="false"
enablePasswordReset="true"
requiresQuestionAndAnswer="Ffalse"
requiresUniqueEmail="false"
maxInvalidPasswordAttempts="5"
minRequiredPasswordLength="6"
minRequiredNonalphanumericCharacters="9"
basswordAttemptNindow:"le" applicationName="/" />
</providers>
</membership>

The membership security system can be configured in various ways. The standard
settings are shown above. The only one | would be tempted to change for sure is that |
believe each user should have a unique email address in order to avoid confusion.



Setting Up Roles

Asp Web Site Administration Tool

[ tome | seorty ][ ookaton [ o |

Welcome to the Web Site Administration Tool

Application:/
Current User Name:DEREK-PC8\DEREK

Enables you to set up and edit users, roles, and access permissions for your site.
e Existing users: 1
Application ConfigurationEnables you to manage your application's configuration settings.
Provider Configuration Enables you to specify where and how to store administration data used by your Web site.

In order to assign different roles to different users, goto Project => ASP.NET
Configuration, and then select security.



Enable Roles

Roles are not enabled
Enable roles
Create or Manage roles

Existing roles: 0
Disable Roles
Create or Manage roles

You can optionally add roles, or groups, that enable you to allow or deny groups of
users access to specific folders in your Web site. For example, you might create roles
such as "managers,” "sales,” or "members," each with different access to specific

folders.
New role name: [Admin| | [(Add Role |

Before you can create roles, roles need to be enabled and then different roles such as
admin and client can be created and added.



Roles Added

You can optionally add roles, or groups, that enable you to allow or deny groups of
users access to specific folders in your Web site. For example, you might create roles
such as "managers,” "sales,” or "members," each with different access to specific
folders.

Create New Role

New role name: Add Role
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Once roles have been added then you can click Manage to assign a role to a user.
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Roles Assigned

Use this page to manage the members in the specified role. To add a user to the role, search for the user name and

Role: Admin

Search for Users

Search By: [User nameEl for: |derek

Wildcard characters * and ? are permitted.
A BCDETESGHIJKLMNUOPORSIUYVYWXUYZ A

User name User Is In Role

Derek =

<roleManager enabled="true" defaultProvider="DefaultRoleProvider">
<providers>
<add connectionStringName="DefaultConnection" applicationName="/"
name="DefaultRoleProvider" type="System.Web.Providers.DefaultRoleP
</providers>
</roleManager>

Once roles have been created, they can be assigned to chosen users, or all users.
Enabling roles is a setting written into the web.config file.



Database Content

GG PEIE) IR Pending Changes (master) Default.aspx Wel

(] Max Rows: 1000 - O/
Applicationld Roleld RoleName Description
5a7a2b73-2322-... a31d2979-890d... Client NULL
5a7a2b73-2322-... 039¢8655-83e8-... Admin NULL
b NULL NULL NULL
Q Max Rows: 1000 - | &
Userld Roleld
.d544c281-4936-... 039c8655-83e8-...
b NULL

The membership database has been greatly simplified in Visual Studio 2012 compared
to earlier versions. It is however easier to use the ASP.NET configuration pages, although

descriptions for roles could be entered directly.



